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Health Insurance Portability and Accountability Act

Impact Analysis – Financial Institutions

October 4, 2001

During the past several months, X12F has been investigating the impact of the HIPAA Final Rule on Financial Institutions.  The results of this investigation have been shared with its membership as well as NACHA to create awareness and develop an action plan to address situations as they arise.

It should be noted that the Industry Implementation Guides referenced in this Impact Analysis were developed outside of the legitimate X12 Standards process and therefore did not have input from the Financial Services Industry.

During the third trimester of 2001 Gary L. Clark, Chair of X12F appointed Leila Puglisi (Mellon Financial Corporation) as the official Liaison to the Insurance Subcommittee.  Leila will be the central point of contact for coordination of all Finance activities in this area.

Also during this meeting, X12F coordinated a session attended by all key players so that questions could be aired and positions could be taken regarding the Final Rule.

Specific attendees included:

Gary L. Clark

Chair X12 Finance

Leila Puglisi

X12 F Liaison to X12 N

Gary Beatty

Chair X12 Insurance 

Jim Moynihan

X12 N Subcommittee Member

Kathy Simmons
US Department of Health and Human Services

Alexandra Goss
HGS Administrators (HCFA Contracted Carrier)

Special Guests (nonmembers)
Priscilla Holland
NACHA

Note:  
Many other participants attended this session to provide input.  

These participants’ names and affiliation were not officially recorded.

Overview / Executive Summary

If an Originator (e.g. Insurance Company) sends a properly formatted 835 or NACHA CTX (proprietary format) and the Originating Depository Financial Institution (ODFI) does nothing to that file other than place the properly formatted 835 into the NACHA proprietary format or pass on the received NACHA proprietary format … the ODFI would not be considered a clearinghouse for HIPAA purposes and therefore would not be subject to the final rule for 835 format/content.

If a Receiving Depository Financial Institution (RDFI) receives a properly formatted NACHA CTX (proprietary format) and does nothing to that file other than extract a properly formatted 835 from the received NACHA proprietary format or pass on the received NACHA proprietary format to the Receiver (e.g. Hospital) … the RDFI would not be considered a clearinghouse for HIPAA purposes and therefore would not be subject to the final rule for 835 format/content.

At this point in time the Subcommittee is getting mixed responses to the applicability of the Final Rule to the use of the 820 transaction set for Premium Payments.  We will be investigating this area further and will communicate our findings as soon as they are available.  We have included comments below (Financial Institutions Impact) based upon our current understanding.

The Subcommittee has concerns over the privacy issues raised during the discussion.  In so much as these issues are subjective and not transactional in nature, we will pass on all information received in the future to the relevant Industry Representatives.

The Subcommittee has concerns over the security issues raised during the discussion.  The security “Final Rule” has not yet been published, however it appears that this “Final Rule” will specify encryption technology to be utilized in all facets of this business process … which includes all data passing through the ACH network.

The Subcommittee has concerns over the use of the 824 and 997 transaction sets in this process.  Albeit the use of these business documents are not yet part of any specific rule or implementation guide, active work is being done by X12N to facilitate the incorporation of the 824 and 997 into the process.  It is the opinion of the Finance and Communication Subcommittees that it is imperative that the use of the 997 be limited to the validation of X12 syntactical data and that all implementation convention reporting be done with the 824.  We furthermore want to emphasize that neither the 824 or the 997 may be passed via the ACH network. 

Specific Findings

Being classified as a “Clearinghouse” or “Business Associate” as referenced in the “Final Rule” makes Financial Institutions liable for the privacy of all HIPAA related transactions. 

Being subject to the Final Rule would force a Financial Institution, acting as a Clearinghouse to edit all applicable transactions for format and content.  All transactions would need to be checked against the X12 standard as well as the HIPAA implementation guide.

Significant penalties will be levied on organizations passing noncompliant HIPAA related transactions.  Similarly, the unauthorized disclosure or misuse of patient information will also result in a significant penalty to an organization.

Financial Institutions impact:

· If a bank offers translation from a flat file to an 835, then it is responsible for ensuring that the transaction is HIPAA-compliant.

· If a receiving bank does anything other than pass on a properly formatted NACHA proprietary CTX or convert that CTX to a properly formatted 835 then it is responsible for ensuring that the transaction is HIPAA-compliant.  For example, should a RDFI convert an Inbound CTX into a FAX for reporting purposes, it becomes a Clearinghouse subject to the Final Rule.

· If a receiving bank is translating an incoming 835 into a flat file, then they must be able to accept HIPAA-compliant 835s. They are also responsible for providing all of the HIPAA-required information in the flat file to the receiver.

· In the event that an 835 exceeds the 9,999 addenda record limit of the CTX, if the bank decides to break it into two separate CTX transactions then it is responsible for ensuring that the resulting 835s are HIPAA-compliant.

· Many banks will simply bounce a large 835 back to the originator and ask them to resubmit as separate transactions.

· Paper transactions keyed from a Lockbox and merged with 835 data must be HIPAA-compliant.

· HIPAA does not cover paper transactions, so the details of what sort of file can be sent are worked out by agreement with the receiver.  However, Financial Institutions will need to be aware of Privacy and Security Issues.

· HIPAA does not mandate that an employer use a HIPAA-compliant 820 – as long as the insurance company is willing to accept it, the employer can send a normal 820 if it chooses.

· As such, there is no way for a bank to know which 820s need to be HIPAA-compliant and which do not, and can therefore not validate incoming 820s.

· BPR10 must be the tax ID number preceded by a ‘1’.

· A number of financial institutions had indicated that this would be problematic because the 1+tax ID may already be used in their settlement offset process.

· There are also some banks that have issues with their sub-accounting procedures.
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