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Copyright and Intellectual Property Statement
 This template is the intellectual property of TenStep, Inc. It may be used and modified within the terms and conditions of your TenStep, Inc. license agreement (Member, Browse, Consultant, etc.) Unauthorized use, sale, resale, copying, etc. are strictly forbidden by USA and international copyright law. (Remove this comment section from final document.)

When an application creates new data (databases, files, records, reports, etc.), one question that needs to be resolved is how long to keep it. It is important that data be kept online and on backup tape for as long as needed to satisfy business and government requirements. Usually, you want to keep computer data as long as is required for audit, tax and legal requirements – no shorter, but no longer either. In many cases, the business may be at risk by keeping data longer than is required, just as it would be at risk by not keeping information as long as necessary.   (Remove this comment section from final document.)
These questions should be asked by the project manager to determine the information retention rules for the new data created by this application. The business customer must answer the questions, with input from the legal, tax and audit departments.

For each database, file or table that is created by this application, 

· Does the descriptive name of the data accurately reflect the contents?

· Has a businessperson or group accepted responsibility for the business data being created?

· How long should the data be kept for business purposes?

· Should the overall business retention period be changed based on input from the Legal, Tax and Auditing Departments?

· If the data is kept for a different length of time then what is required by the Legal, Tax and Auditing Departments, explain why and who has approved this request.

· Is the data copied to other data stores or merged with other data? If yes, are information retention policies in place consistent with the original data?

· Does the data need to be classified into categories such as “highly secure”, “confidential”, “internal use” and “public knowledge”?

· Are the appropriate models or data definitions also retained for the same timeframe, so that the data can be properly interpreted in the future?

· Does a purge mechanism exist for deleting the data at the end of its retention period, including all copied or merged files?

· Has the physical disposition of the data been agreed upon and implemented?
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